
 

1 
Version June 2020 

 

Cookie Statement 

 
Visitors on our websites 
Pareto Securities ("we" or "us") uses cookies, pixels and similar technologies (collectively referred to as “cookies”) on 
our websites. This information page forms part of our Global Privacy Notice available on www.paretosec.com. It 
informs you on what cookies are, and how we use cookies on our websites and on our social media pages. This 
Cookie Statement applies for all our websites.  

Cookies  
A cookie is a small text file that a website stores on your computer or other devices when you visit the site. First 
party cookies are cookies set by the website you are visiting. Only the website can read them. In addition, a website 
might potentially use external services, which also set their own cookies, known as third-party cookies. Persistent 
cookies are cookies saved on your computer or other device and that are not deleted automatically when you quit 
your browser, unlike a session cookie, which is deleted when you quit your browser.  

Pixels are image files (pixels) that trigger the use of a cookie after an event occurs. Pixels are used to connect you to 
third party websites.  

Cookie Categories 
We use cookies for the basic functions of our website, such as security and network management, and to enable you 
to log in to your user account (necessary cookies).  
 
We use cookies to gain insight into user interaction on our websites through anonymous recording, statistics and 
reporting (analytics cookies). This entail counting the number of visitors and distinguishing between different 
visitors.  
 
We use cookies to allow us to remember your previous visits from the same device, determining the beginning and 
the end of a visit, indicating where (at area or country level) the visitor comes from and distinguishing between 
different visitors (personalisation cookies). 
 
We also use cookies to provide marketing on other sites or social media platforms that we believe is relevant for you 
based on certain parameters, such as data about your behaviour on our site (advertising cookies). 
 
How long are cookies saved? 
How long cookies are saved on your device can vary. The time when they are are scheduled to expire is calculated 
from the last date you visited the website. When cookies expire, they are automatically deleted. You will find our list 
of cookies below.  

http://www.paretosec.com/
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Cookie overview 
Cookies on  paretosec.no and paretosec.se (Pareto Securities AS og AB) 

Name of the cookie  Type Supplier Category Purpose Data Duration 

Dynamicweb.VisitDate First party CoreTrek Personalisation Analyse how the 
website is used 

Date of last 
visit 

Persistent 
1 year 

Dynamicweb.VisitorID First party CoreTrek Analytics Analyse how the 
website is used 

Anonymous 
ID to 
distinguish 
users 

Persistent 
1 year 

Dynamicweb.SessionVisitor First party CoreTrek Analytics Analyse how the 
website is used 

Anonymous 
ID to identify 
movements 

Persistent 
30 
minutes 

 
Cookies on  paretosec.com (Pareto Securities AS) 

Name of the cookie  Type Supplier Category Purpose Data Duration 

psec_csrf_token First 
party 

Minnesota Necessary Security, ensure 
forms are submitted 
by the genuine user 

Anonymous 
random data 

Persistent 
2 hours 

psec_flash First 
party 

Minnesota Necessary Communicating flash 
messages to user 

Encrypted 
messages 

Persistent 
1 day 

psec_last_activity 

 

First 
party 

Minnesota Analytics Analyse how the 
website is used 

Timestamp Persistent 
1 year 

psec_last_visit First 
party 

Minnesota Personalisation Analyse how the 
website is used 

Timestamp Persistent 
1 year 

psec_visitor_consents First 
party 

Minnesota Necessary Saves consent 
responses from 
anonymous users 

Timestamp 
consent status 

Persistent 
1 year 

 
Cookies on online.paretosec.com (Pareto Securities AS) 

Name of the cookie  Type Supplier Category Purpose Data Duration 

idsrv.session First 
party 

M2 
Software 

Necessary Login Random 
identifier, 
new for 

Session 
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each 
session 

.AspNetCore.Antiforgery.9TtSrW0hzOs First 
party 

M2 
Software 

Necessary Security, 
ensure forms 
are 
submitted by 
the genuine 
user 

Anonymous 
random 
data 

Session 

.AspNetCore.MvcCookieTempDataProvider First 
party 

M2 
Software 

Necessary Data transfer 
between 
server and 
browser 

Varies Immediate 
expiry 

.AspNetCore.Identity.Application First 
party 

M2 
Software 

Necessary User 
identification 

User ID Session 

 

Cookies on investorweb.paretosec.com (Pareto Securities AS) 
Name of the cookie  Type Supplier Category Purpose Data Duration 

.ASPXAUTH First 
party 

Quesnay Necessary User authentication Encrypted 
data to verify 
if a user is 
authenticated 

Session 

Atkn First 
party 

Quesnay Necessary User identification Encrypted 
token to use 
for retrieving 
requested 
data from 
backend 
services 

Persistent 
1 hour 

__RequestVerificationToken First 
party 

Quesnay Necessary Security, ensure 
forms are submitted 
by the genuine user 

Anonymous 
random data 

Session 

ASP.NET_SessionId First 
party 

Quesnay Necessary Session identification Key for 
retrieving 
application 
state. 

Session 
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Third party cookies used on paretosec.no and paretosec.se (Pareto Securities AS and AB) 

Type Supplier Category Purpose Supplier cookie policy 

Third 
party 

VisualWebsiteOptimizer Analytics Testing of 
new 
website 
versions 

https://help.vwo.com/hc/en-
us/articles/360033990873-Cookies-Stored-by-VWO 

Third 
party 

AdForm Advertising Tailoring 
ads to user 
interests. 

https://site.adform.com/privacy-center/adform-
cookies/ 

Third 
party 

Facebook  Advertising Social 
media 
integration 
and 
marketing 

https://www.facebook.com/policies/cookies/ 

Third 
party 

Twitter Advertising Social 
media 
integration 
and 
marketing 

https://help.twitter.com/en/rules-and-
policies/twitter-cookies 

Third 
party 

Linkedin Advertising Social 
media 
integration 
and 
marketing 

https://www.linkedin.com/legal/cookie-policy 

Third 
party 

YouTube Advertising Social 
media 
integration 
and 
marketing 

https://policies.google.com/technologies/types?hl=en-
US 

Third 
party 

Instagram Advertising Social 
media 
integration 
and 
marketing 

https://help.instagram.com/1896641480634370 

 
Cookies used on all our websites (Pareto Securites AS) 

Type Supplier Category Purpose Supplier cookie policy 

First and 
third party 

Google Analytics Analyse how our 
websites are used 

https://developers.google.com/analytics/devguides/ 
collection/analyticsjs/cookie-usage 

https://developers.google.com/analytics/devguides/collection/analyticsjs/cookie-usage
https://developers.google.com/analytics/devguides/collection/analyticsjs/cookie-usage
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Third party Vimeo Advertising Embedded videos https://vimeo.com/cookie_policy 

Third party Highcharts Advertising Stock charts https://www.highcharts.com/cookiepolicy 

 

Your consent 
We use cookies based on your consent, with the exception of necessary cookies, which are used regardless of your 
consent. Your choices are further described in our pop-ups. 

You may also change your cookie settings by the means described in the 'Help' section of your browser or by 
visiting aboutcookies.org. Please note, if you do not accept cookies, our websites may not function optimally. 

 
Data protection  
Normally, our use of cookies does not involve the processing of data that we may link to you as an identifiable 
individual.  

Our legal basis for using cookies that contain personal information is GDPR article 6(1) (a): your consent, and/or 
GDPR article 6 (1) (f): our legitimate interest in offering our websites and customising your experience on our 
websites. 

 
Pareto Securities on social media pages 
In addition to our websites, we have pages on the following social media: Facebook, LinkedIn, Twitter, Instagram and 
YouTube. The social media providers transmit cookies to your device when you visit and use their services. You can 
read more about these social medias’ use of information about you in their privacy policies.  

From these social media providers, we are given access to aggregated data about visits to and acitivites on our 
pages. We use this for the purpose of statistics and analysis. This is not personal information to us, as we cannot link 
the aggregated data to individuals. We do not store this information ourselves, but have access to it as long as we 
have our social media pages. You may at any time delete information about yourself, e.g. by removing contents our 
reactions you have posted. Please note that your posts are not deleted just by you unfollowing our pages.  

As administrators of our pages on the social media platforms, we are joint controllers with the relevant social media 
provider for processing of the data generated through such pages, such as data concerning likes and cliks and 
uploading of pictures and comments. For more information on how we process such personal data, please visit our 
Global Privacy Notice on the relevant social media page.  

 
Changes to this Cookie Statement  
This Cookie Statement was last updated on 26 June 2020. 

This Cookie Statement may change from time to time. We will notify you by appropriate means if we make any 
changes of significance to you. You will always find the latest version of this Cookie Statement on our websites.  

https://vimeo.com/cookie_policy
https://www.highcharts.com/cookiepolicy
https://www.aboutcookies.org/
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